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Boot program
funcl funcN-1 funcN-1
func2 funcl funcl
E uID
B HUEUID &RImage: &
AL BRI funeN FEFF SN funeN
funcN - 1 E*&ﬂﬁ’%’f’%m ﬁ* = é[ é;bkﬂ uncl m Address
L = . “Erimagesc funci-1
AL func2 .
funcN ’—> unc |:> func2
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2 2
Free : :
N-1 N-1
N N
MCU
NBYR e T REAAS B AFETIREABARSIR B#%Image
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[* execute functional code */
funcl();

func2();

func3();

func4();
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3.4.

3.4.1.

| func5(); |

1M 4 D RS REATRL AL BES , AESRAT DHREACASIY,  RRZZ1EH UID Ak iy — B U e 41,
MRIEE AR T — B ot ik, XA R AN RE BB L BASFIR MCU JEE3EH]
K. ZHAMUNT 2 3-2. Fl A E)G HIT G ETCHEITR -

R 3-2. Bl 7 A E EHATRRS R TTA%
/* define function pointer */
void (*func)(void);
[* define index address */
uint32 * index = (uint32 *)(0x0801F000);

/* calculate full code’s completeness w henindex = 0 */

uint32 * previous_ res = calculate_code_ completeness (address_full_code,full_size);
/* calculate next functional code’s address */
uint32 * address = calculate_address(getuid(),index[0], previous_ res);
func = address;
/* execute functional code */
func();
for(i=21;i<N;i++)
{
[* calculate previous code’s completeness */
previous_ res = calculate_code_ completeness (address,0x1000);
/* calculate next functional code’s address */
address = calculate_address(getuid(),index]i], previous_ res);
func = address;
[* execute functional code */

func();

0 TR

AR B D7 R M AN UID ARG BT AR, SREE DAY IR L, TORACR T SS
R LA RS ATE R, g RA IR 2 S EEARBIT 5 AR 5% 2 Fh S5 15
Bl

SHE LI —

FEFARE Fr BV NG DRy kor BA XD, 9100 T 28 3-3. #EBKR SIS ETTET R -
R 3-3. Je IR R B AGS T

BRI IR [Al4E S

funo 0 % flash Hitik 0 5 UD fifiz 5
funi 1 Bk flash Huhk 1 5 UID iz &
fun2 2 3k flash Huhik 2 5 UID g &
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M I X LG bR BRI R AT, B 3-4. TR I SRR 9 et TR o

FETCHFIR R B BRI IO T, IR D IZH I, S udm, S5t & 34. 2
1CHSE TR -

R 3-4. B RITH

[* execute test code */

uint8_t *buf = NULL;

for (i=0;i<10; i++ ){
printf(“%d\r\n”, i );

}

buf = (uint8_t *)malloc(200);

FEAS A IR ke B 3G , PS8 UID 485, S50t~ & 35, A5 R B4
B CHGETOA R, G ) UID B, &S 80 a7 .

# 3-5. KR RBUCEARD BT

/* execute test code */

uint8_t *buf = NULL;

for (i=0;i<10 *funcl() ; i++ ¥
printf (“%d\r\n”, i );

}
buf = (uint8_t *)malloc(100*func2( ));
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/* bug code */
int flagl =0;
void funl(void)
{
if (1 == flagl){
flagl =0;
*((uint32_t *)0) = 3;
return;
}
if (0==flagl){
flagl = 1;
}
else if (2 == flag1){
flagl =0;
}
}

ANRIAARS 25 2 3-7. #F RIS -

£ 3-7. IR

/* fixs bug code */

void funl11(void)

{
[* time check right */
flagl = 2;

FEREF h s IR TR A AN I B B A TR 0 B 3-6. R I IR /PR RIIT R o
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Boot Boot
funcl Encryption funcl
null CRC or HASH funchl:y
. Uibi&lother CRC or hash
func2 / Encryption func2
null v CRC or HASH fanchtt
e
null CORE
funcN Encryption funcN
null CRC or HASH

MCU

AES Key M Encryption Image

Original Image
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FMH X A BUACHS AT AR5, [Al3HEE BIN 58 HEX 30, %55 1) Image FEEEA N,
TN Image A= A in &7 3-8. & Image 4kt BTN,

& 3-8. in# Image & R EE
¢ )

FENELThBE D B4 UM 245
FEHEE, FIRE A CRCE
HASH{H (11718

I IDE I

TR E DI RE ARG B (I CRCEL
HASHIE, SEAZITE M E

A 4 A

A5 P B R E T e AR Bt

L RBINHEXCL T DB BRI
Y y
T R BINSHEX R B T BN

HEXSC M

l ,,

FTHALNEB AR T A iR 4 R #image
Y
A FHUID LA Y P B e S L5
BE, RA—HRZHAARKF — ¢k
AT R 4

FEIZATI, MCU i boot BtAIAXAS, H4E UID A F 2 SUAE B A5 BRI R ST A B
P fiss i B0, AR BRAE BAR AR &, (B TR 7 AR, S3inbil g
BrEXERE . 75 EVER AR, MCU 5 I & PHELE S I rT LU DMA bk e R,

15



e ANO73
EHE UID By [ R

GigaDevice
Bt v+ BT ) s DMA (850 2| O 2567 ol A S L AEH], 2R )57E DMA [if%
i 5 B W R TR . BT RR 1 & 3-9. & 7 # Image JFEATN .

& 3-9. 31T % Image RAER

(=)
!

RIEUID K P E E UL E

55, RAMENEET

AR R TR 1
N

v

MCUR 5 AU R )

TEEHFR H X N N X 3

A 4

fiff IR A 2 T B fISRAM

fif %5 P 45 5 CRC
B HASH{E VLAD ?

B RAL R

HER T I SRAMIX 35 THAGHAT 3 AR

A

3.6. AN IS H

A ik 7 iR AN e At 5 B RIS 2 4 k. MCU 4% HASH S
FIH T WAt e A Al 2 VER RS, SRR S 3. EEion s BN & 3-10.

MCU #FZEHASH 25 BT .

16



°

GigaDevice

ANO73
FELEF UID By [ 4

& 3-10. MCU 51 HASH & Fin BB

HARNES R & 3-11. U dFRFEER 7R~ o Je BN L2 A MCUUID F1 HASH (& H

UID BLK H5E XSG IRER TS A, JRRILEASIHASH & Frih; MCU f2fr
AT P2 A — AN, FRR R %45 HASH (85 /7 : HASH S5 FIFHBENLEL IRAFIFNEH DL
LS UID THEHE 1, MCU FIFHBENIEL IR RIRILL S HASH 571 UID T2
2; MCU LEXT P ANMEL, R R 2t NS A A, AR AT LA L A A SRR
He#fe. T HASH i SN Rt AREEC s, AL AT LU HASH (A 48E —

M HIRCR .

A 3-11. NERRER

D

l

{fFHMCU UID. HASH::
FUIDFIH At S50k & FibEH

¢
Iy

MC U4 BB L T 11 5
e

l

HASH:E: 1A R A [ Ak EH
FE HUIDH AL

A4
MC U IR A= [ A EH A1
HASHES F UIDA R A5
522

ML == 2 ?

S H AL T

17



°

ANO73
FELEF UID By [ 4

GigaDevice
4. &N
R4 BARPE
JRA 5. i B H #

1.0

B IRRAT

2022 £ 10 A 28 H

18



" ANO73

GigaDevice ﬁfi’fiﬁﬁ uiD Hj]jj #H%TF

Important Notice

Thisdocumentisthe property of GigaDevice SemiconductorInc. and itssubsidiaries (the "Company"). Thisdocument, including any
product of the Company described inthisdocument (the “Product”), isowned by the Company under theintellectual property lawsand
treaties of the People’s Republic of China and other jurisdictions worldwide. The Company reserves all rights under such laws and
treatiesand doesnot grant any license underitspatents, copyrights, trademarks, or otherintellectual property rights. The namesand

brandsof third party referred thereto (if any) are the property of theirrespective ownerand referred to foridentification purposesonly:.

The Company makes no warranty of any kind, express or implied, with regard to this document or any Product, including, but not
limited to, the implied warranties of merchantability and fitnessfor a particularpurpose. The Company doesnot assume any | iability
arising out of the application or use of any Product described in thisdocument. Any information providedin thisdocument isprovided
only forreference purposes. Itis the responsibility of the user of this documentto properly design, program, and test the functionality
and safety of any application made of this information and any resulting product. Except for customized products which has been
expressly identified in the applicable agreement, the Productsare designed, developed, and/or manufactured forordinary busi ness
industrial, personal, and/or household applicationsonly. The Productsare not designed, intended, or authorized for use ascomponents
in systems designed or intended for the operation of weapons, weapons systems, nuclear installations, atomic energy control
instruments, combustion control instruments, airplane or spaceship instruments, transportation instruments, traffic signal instruments
life-support devicesor systems, othermedical devicesorsystems (including resuscitation equipment and surgical implants), pollution
control orhazardoussubstances management, orotheruses where the failure of the device or Product could cause personal injury,
death, property orenvironmentaldamage ("Unintended Uses"). Customers shall take any and all actionsto ensure using and sel ling
the Productsin accordance with the applicable laws and regulations. The Company is not liable, in whole or in part, and customers
shall and hereby do release the Company aswell asit’s suppliersand/ordistributorsfrom any claim, damage, or otherliability arisng
from or related to all Unintended Uses of the Products. Customers shall indemnify and hold the Company as well asit’s suppliers
and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims for personal injury or

death, arising from or related to any Unintended Usesof the Products.

Information in this document is provided solely in connection with the Products. The Company reserves the right to make changes

corrections, modificationsorimprovementsto thisdocument and Productsand servicesdescribed herein at any time, withoutnotice.

© 2022 GigaDevice — Allrightsreserved
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